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FOREWORD

Digital technology is a part of all of our lives. Our cars record and adjust
to our driving habits. We text, tweet, and post our daily lives. We pre-

fer plastic over cash and frequently let the keyboard do the walking when
shopping. We choose GPS over maps to get us from point A to point B and
our research librarians are being replaced by Google® and Bing®. The spring
of 2011 was deemed “The Arab Spring.” The rise of the populous was sup-
ported, if not created, by social networks and the Web. Modern politicians
are more concerned by their SNS following than mass media coverage. The
TSA adjusts its policies in response to You Tube® videos. Blogs and re-tweets
have replaced sound bites. Yet, for many years, we acted as if offenders were
not part of the wired community. We ignored their digital behavior and
failed to monitor it. 

I have long held that a computer is a window into the mind of the offend-
er. People look at what they like, they seek out and consume material which
supports their beliefs. By examining what an offender seeks and views, we
gain an understanding of whom we are trying to manage in the community.
Moreover, we gain the ability to assist the offender in learning to appropri-
ately utilize computers in their daily lives. Andrews, Bonta, Latessa et al.
focused community corrections on “What Works” and the importance of atti-
tudes, values, and beliefs as well as procriminal associations as factors foster-
ing criminal behavior. Despite understanding these factors, we continued to
ignore how the Web isolated offenders and provided support for illicit idea -
tion. 

In the 1990s a group of community corrections professionals (Art Bowker
among them) began to question how we should address offender computer
use while on supervision. Unfortunately, there were few, if any, tools avail-
able to assist us. For years we attempted to use tools designed for lab foren-
sics in the far from sterile environment of field forensics within community
supervision. In the past 10 years, tools emerged which were developed
specifically for triage and field forensics. As these tools were rapidly em -
braced by many professionals, it became evident there was a second prob-
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lem for community corrections. Officers lacked a full understanding of what
they could look for, how to look for it, and how to interpret what they found.

This book attempts to resolve this second problem. Written by a man
with more than two decades in the trenches of investigations and forensics,
Art Bowker provides a clear outline of what we can and should do regarding
the management of offender computer use. Not only does this book help
community corrections professionals understand how to monitor computer
use, but it helps us realize how information gained during monitoring can
assist us in overall case management. The technology is now readily avail-
able to effectively manage offenders’ digital behavior. Bowker’s book moves
us all toward a more informed use of the technology. 

JIM TANNER, PH.D.
Boulder, Colorado
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PREFACE

This book will take the reader through paces of managing offender cyber-
risk. No advanced technology expertise or background is needed to

grasp the discussed concepts or issues. This book is meant specifically for
pretrial, probation, parole, and community sanction officers. It hopefully will
empower them to meet the supervision challenges of the twenty-first centu-
ry.

Many probation and parole officers are turning to law enforcement to
obtain the technological skills needed for supervising the cyber-offender.
This is great for various aspects of managing cyber-risk such as searches.
However, proper management frequently requires more than just the ability
to do a computer search. One example is installing computer software and
reviewing the results. Therefore, community corrections officers need to be
trained beyond traditional law enforcement concerns. The material present-
ed in this text will further aid law enforcement trainers when tasked with
instructing community correction officers on cybercrime investigation and
management.

Many of the techniques discussed in this book obviously require com-
puter use. However, agency computers and systems are not typically con-
trolled or serviced directly by community corrections officers. That function
is performed by the correction agency’s information technology (IT) staff.
This book will provide guidance to IT staff so they can effectively meet the
evolving technology needs of those involved in managing cyber-risk.

There is also more to cyber-supervision than just understanding technol-
ogy. There are also other nuances, such as legal concerns, pro and cons of
various techniques, training, equipment needs, and so on. Therefore, anyone
charged with managing a community corrections agency (supervisors, chiefs,
court administrators, judges, parole commissioners, corrections directors,
etc.) will benefit from reading this book. Additionally, both prosecutors and
defense attorneys will be in a better position to advocate the various sen-
tencing options, including the imposition of technological conditions, by
reviewing this book’s material.
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This text extensively covers law applicable only in the United States.
However, the covered techniques and practices in managing an offender’s
computer use can be adopted by any foreign jurisdiction involved in com-
munity corrections. Many of the tools discussed are openly available outside
of the United States. Foreign correctional agencies will therefore gain a bet-
ter understanding of the technologically possibilities for managing cyber-risk
by reviewing this book.

The chapters are organized by major areas. The material presented can
be read in order or the reader can jump to the topic that he or she is most
interested in at the moment. Chapter 1 provides an overview of cyberspace
and how it intersects in community corrections. Chapter 2 covers the pros
and cons of the various options available for managing cyber-risk. Chapters
3 and 4 cover the legalities of imposing various computer restrictions as well
as the enforcement of technological conditions.

Chapter 5 focuses on evaluating cyber-risk. Chapter 6 is a basic primer
for understanding computer components and their relevance for supervision
officers. Chapter 7 delves into the basic principles of managing an offender’s
computer use. Chapter 8 discusses computer searches and seizures. Chapter
9 discusses deploying computer monitoring. Chapter 10 covers online inves-
tigations by community corrections. Finally, the Appendix contains nine
forms mentioned in the text which can be adopted by any community cor-
rection agency involved in managing cyber-risk.

A.B.
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Chapter 1

DOES COMMUNITY CORRECTIONS
COVER CYBERSPACE?

They have computers, and they may have other wea pons of
mass destruction.

—Janet Reno, Former U.S. Attorney General

Pretrial officers are responsible for insuring defendants’ court ap -
pearances, while protecting the community and making rehabilita-

tive efforts. Probation and parole officers likewise are responsible for
rehabilitation, reintegration, and community protection. Their com-
bined efforts will hopefully reduce recidivism and provide long-term
community protection. Maximizing their effectiveness requires con-
tinually addressing risk wherever it may present itself. It is therefore
im perative that community correction officers (CCO)1 effectively man -
age their caseload’s risk, including cyberspace.2

3

1. Pretrial service officers deal with defendants who have not been convicted and are presumed
innocence. They therefore have a slightly different perspective than other supervision officers who
deal with offenders after guilt has been established. The term community corrections officers
(CCO) in this book will be used to collectively describe pretrial service, probation, parole, and
community sanction officers. This text describes concepts and techniques that should be helpful for
all officers involved in supervision of defendants and/or offenders. When needed the text will dif-
ferentiate issues that apply to pretrial service officers as opposed to officers involved in supervision
after conviction. 
2. Cyberspace in this text describes not only actions taking place online but also any computer
activity regardless of whether it has an online aspect.
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CYBERCRIME OVERVIEW

Criminal behavior began intersecting with the digital age almost
im mediately. Early “phreaker,”3 John Draper, aka Captain Crunch,
dis covered in 1971 that he could obtain free telephone service by
blowing a plastic cereal box whistle into a pay phone receiver (Hafner
& Markoff, 1991). During the Internet’s infancy, Robert Morris re -
leased a worm, a self-replicating program, which shut down thousands
of computers (Hafner & Markoff, 1991). Later, the hacker exploits of
Kevin Poulsen, aka Dark Dante; Kevin Mitnick, aka Condor; and infa-
mous groups such as the Legion of Doom and the Masters of Decep -
tion, influenced the public’s cybercrime perception (Progsystem, 2009).
These offenders were generally considered technically sophisticated.
The correctional response was incapacitation, namely prohibiting or
severely limiting their computer access. This was how community risk
was managed.
Unfortunately, corrections has been slow to realize that criminal

computer use is no longer limited to the so-called technically sophisti-
cated. Since 2007, MySpace® has reportedly removed 90,000 sex
offenders from its social networking site (Wortham, 2009). Youth are
now finding ways to commit criminal offenses with computers that in
the past only adult offenders could accomplish (Bowker, 1999, 2000).
However, computers are not only being misused by sex offenders and
wayward youth. Some street gangs are also committing high-tech
crimes, such as movie and game piracy. Los Angles Police Department
Senior Lead Officer Randy McCain noted, “They’re making more
money selling pirated CDs and DVDs than they would selling nar-
cotics. They make a lot of money and they make the money faster”
(Ono, 2010). Parole officers in Multnomah County, Oregon have
found parolees with saved electronic data regarding bomb-making in -
structions, specific plans for a burglary, and how to target elderly for
identify theft (Korn, 2011). Additionally, one parole officer found
through a mobile phone examination and checking a social network-
ing site that a violent offender was participating in a gang called
M.O.B. (Money Over Bitches), which involved individual pimps trad-

3. This is a slang combination of the words phone and freak, denoting someone with an extensive
understanding of how telephones function.
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ing prostitutes on the West Coast (Korn, 2011). The 2009 National
Gang Threat Assessment reflects:

Gang members often use cell phones and the Internet to communi-
cate and promote their illicit activities. Street gangs typically use the
voice and text messaging capabilities of cell phones to conduct drug
transactions and prearrange meetings with customers. Members of
street gangs use multiple cell phones that they frequently discard
while conducting their drug trafficking operations. For example, the
leader of an African American street gang operating on the northside
of Milwaukee used more than 20 cell phones to coordinate drug-
related activities of the gang; most were prepaid phones that the
leader routinely discarded and replaced. Internet-based methods
such as social networking sites, encrypted e-mail, Internet telephony,
and instant messaging are commonly used by gang members to com-
municate with one another and with drug customers. Gang members
use social networking Internet sites such as MySpace®, YouTube®,
and Facebook® as well as personal web pages to communicate and
boast about their gang membership and related activities. (p. 10)

In 2003, Jennifer Granick, Stanford Center for Internet and Society
Director, observed “Without a computer in this day and age, you can’t
work, you can’t communicate, you can’t function as people normally
do in modern society” (Richtel, 2003). Since 2003, computer and
Internet access have only increased as an integral part of law abiding
society. According to Nielsen Online, 220 million Americans have In -
ternet access at home and/or work and 73 percent, or 162 million went
online in May of 2008 (Nielsen Online, 2008). A 2008 Gallup poll re -
flected that 31 percent of Americans rely on the Internet for daily news
(Morales, 2008). Online banking and shopping are realities. Many
community services are located or accessed via the Internet. Taxes and
licenses renewals are now done online. Quality Internet educational
op portunities are increasing. Online employment searches and post-
ing electronic resumes are also common practice. Additionally, the
con nectivity between mobile phones and the Internet cannot be
ignored. A 2010 Pew Research study noted 75% of teens and 93% of
adults ages 18-29 have mobile phones. The study found 58% of 12-
year-olds own mobile phones. Additionally, the study noted that 81%
of adults between the ages of 18 and 29 are wireless Internet users.
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