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PREFACE

As is true in any community, the Internet has a light, safe side and a dark,
dangerous side. Interpersonal crime on the Internet is not a new phe-

nomenon, but one that in general has not been widely examined or
explored. In fact, many people often minimize the importance and impact of
interpersonal violence and crime on the Internet because it is not physical
and people sitting in front of their computers are viewed as being safe with-
in the walls of their home. Interpersonal violence and crime on the Internet,
however, can and often does lead to physical world violence and crime.
Even if it doesn’t ever reach the physical world, interpersonal violence and
crime on the Internet can lead to data, property, and financial losses; social,
professional, and organizational harm; and severe mental and emotional dis-
tress.

Throughout this book, an effort will be made to give readers an under-
standing of the Internet and the potential dangers therein. The Internet as an
evolving technology will be discussed, illustrating how quickly technology
advances, offering a wealth of opportunities to those with both pioneering
and malicious intentions. Readers will also learn that violence is not a static
concept but rather a virus that mutates to overcome countermeasures and
how the prevalence of violence can be either inhibited or promoted based
on the roles that people take while inhabiting the online world. 

This book will introduce a new approach to assessing violence and crime
on the Internet, combining the technologies of criminal profiling, threat
assessment, and risk assessments. This new approach known as the
Behavioral Risk Analysis of Violence Online (B.R.A.V.O.) is a behaviorally
driven approach that can assess known and unknown perpetrators across
both physical and virtual landscapes, providing authorities with violence and
crime risk levels, disruption levels, recommended target action, and inves-
tigative direction.

Another extremely important aspect of this book is the classification of
crime and violence on the Internet into types and strains, allowing people to
understand the motivation and behaviors of online perpetrators. Readers will
be exposed to the signs and symptoms of violence and crime on the Internet
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to help them become better at detecting and interpreting behavior they
observe online. This section of the book will also familiarize readers with
general violence prevention and intervention principles, as well as safety and
survival strategies. 

The second part of this book will familiarize readers with the different
mediums and interfaces involved with the Internet and exemplify how those
with violent or criminal intentions can exploit these mediums. In great detail,
readers will be exposed to the major strains of Internet violence and crime
and will be given real-world examples of how violence and crime truly work
on the Internet, hopefully expanding their detection and awareness abilities.

The final section of the book will highlight some of the difficulties faced
by organizations, schools, colleges, businesses, law enforcement, and law-
makers in combating Internet violence and crime. In this section of the book,
readers will obtain comprehensive steps for staying safe on the Internet.

Overall, the purpose of this book is to identify all of the different types of
interpersonal violence and crime that a person may encounter on the
Internet while exploring cyberspace, so that they can then be examined and
placed in the context of how violence and crime manifest themselves in the
physical world. Comparing interpersonal violence and crime on the Internet
with interpersonal violence and crime in the physical world will help inform
ways to effectively prevent and respond to the dangers that are present on
the dark side of the Internet. Ultimately then, after reading this book a per-
son will not only know how to recognize and detect interpersonal violence
and crime on the Internet but also be able to effectively avoid the snare of
the Net by being safer, smarter, and more informed “Netizens” of cyber-
space—Netizens who are capable of taking the necessary steps to insulate and
defend themselves from would-be cyberpredators.

E.M.A.
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Part 1

UNDERSTANDING AND ASSESSING
VIOLENCE ON THE INTERNET





Chapter 1

ENTER THE INTERNET

The Internet exists in contradiction. It is a world and universe of its own,
existing basically without substance or boundary, within a world that is

governed by physical laws, quantifiable physical space, and limited
resources. The world within which the Internet exists is also a world that is
founded on the idea of control. The Earth and her resources need to be con-
trolled, land and geography need to be controlled, nation-states fight to con-
trol themselves and often attempt to control others, states are controlled,
populations are controlled, people are controlled, and some would argue
that even thoughts are controlled.

Enter the Internet. Many people believe the Internet is the last place
where privacy, freedom, and anarchy still exist. Practically speaking, there
are no laws on the Internet, for it has no governing body, no corporation that
owns its rights, and no board of directors making decisions about the
Internet’s future based on profit shares and net sales. People from all over the
world make up the Internet and drive its content, direction, and focus. Part
of what some argue makes the Internet so great is that it is an open and non-
judgmental environment. The Internet accepts any ideas, any thoughts, and
any interests. Anything goes on the Internet and often does. The Internet has
created a true melting pot where all sorts of people come together as a com-
munity. In many ways the Internet, in its virtual splendor, has created com-
munity and solidarity where once there was isolation and solitude. Many
individuals and groups that once avoided interpersonal connection due to
the risks that it might involve are now free to form virtual bonds with others
while preserving their sense of isolation, anonymity, and, most importantly,
safety.

As is true in any community, the Internet has a light, safe side, and a dark,
dangerous side. To date, a great deal of attention has been given to under-
standing certain aspects of the dark side of the Internet. Specifically, people
have strived to understand hacking, computer security, and corporate and
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industrial crime. Some examples of such works include Incident Response:
Investigating Computer Crime (Prosise & Mandia, 2001), Counter Hack: A Step-
by-Step Guide to Computer Attacks and Effective Defenses (Skoudis, 2001), Know
Your Enemy: Revealing the Security Tools, Tactics, and Motives of the Blackhat
Community (The Honeynet Project, 2001), Cybercrime: Security and Surveillance
in the Information Age (Douglas, Loader, & Loader, 2000), Fighting Computer
Crime: A New Framework for Protecting Information (Parker, 1998), Internet
Besieged (Denning, 1998), and Crime, Deviance, and the Computer (Hollinger,
1997). There are also a number of websites that deal with corporate and
industrial crime on the Internet.

Far less attention, however, has been paid to the less tangible aspects of
the dark side of the Internet that can ensnare the individual person.
Interpersonal crime on the Internet is not a new phenomenon, but one that
in general has not been widely examined or explored. In fact, many people
often minimize the importance and impact of interpersonal violence and
crime on the Internet because it is not physical and people sitting in front of
their computers are viewed as being safe within the walls of their home.
Further, many people feel that interpersonal violence and crime on the
Internet is an avoidable problem if people would simply turn off their com-
puters. Interpersonal violence and crime on the Internet, however, can and
often do lead to physical-world violence and crime. Even if it never reaches
the physical world, interpersonal violence and crime on the Internet can lead
to data, property, and financial losses; social, professional, and organization-
al harm; and severe mental and emotional distress.

There are certain types of interpersonal crimes, such as cyberstalking,
identity theft, and child pornography, that have been studied in some detail;
other types of interpersonal Internet crime, such as those perpetrated by reli-
gious cults and hate groups, have received less-thorough attention. There are
still other forms of Internet crime and violence, such as cyberterrorism and
cyberwarfare, that have only entered the public’s awareness since the start of
the current millennium. This trend and focus are also reflected in current
computer crime legislation. For example, there has been fairly strong legis-
lation both passed and proposed concerning cyberstalking, child pornogra-
phy, and fraud; laws pertaining to other types of interpersonal crime on the
Internet are basically nonexistent or severely lacking.

The purpose of this book is to identify all the different types of interper-
sonal violence and crime that a person might encounter on the Internet while
exploring cyberspace, so that they can then be examined and placed in the
context of how violence and crime manifest themselves in the physical
world. Comparing interpersonal violence and crime on the Internet with
interpersonal violence and crime in the physical world will help inform ways
to effectively prevent and respond to the dangers that are present on the dark

Violence Goes to the Internet6




