
HOMELAND
SECURITY LAW 

AND POLICY

Nicholson_FM.qxd  10/1/04  1:51 AM  Page i



ABOUT THE AUTHOR

WILLIAM C. NICHOLSON is a nationally known expert
in homeland security law and policy. He serves as an Adjunct
Professor at Widener University School of Law, where he
conceived and instructs a course entitled “Terrorism and
Emergency Law.” Bill also serves as an Adjunct Professor at
the University of Delaware, where he teaches his “Homeland
Security Law and Policy” course. He previously served as
General Counsel to the Indiana State Emergency
Management Agency (SEMA), Indiana Department of Fire
and Building Services (DFBS) and Public Safety Training
Institute (PSTI) as well as seven related boards and commis-
sions in the public safety arena, including the Indiana
Emergency Response Commission and Indiana Emergency

Medical Services Commission. Bill has published numerous articles and has spoken nationwide
on terrorism and emergency law issues. Among his recent notable publications are a book,
Emergency Response and Emergency Management Law, Charles C Thomas Publisher, Ltd. (2003), and
a major law review article, “Legal Issues in Emergency Response to Terrorism Incidents
Involving Hazardous Materials: The Hazardous Waste Operations and Emergency Response
(“HAZWOPER”) Standard, Standard Operating Procedures, Mutual Aid and the Incident
Command System,” Widener Symposium Law Journal, Volume 9, Number 2, 294 (2003). Bill
received several awards for his contributions while serving as General Counsel to the Indiana
State Emergency Management Agency.

Bill is also a member of the EÎditorial Board for Best Practices in Emergency Services: Today’s
Tips for Tomorrow’s Success as well as the Editorial Board for Journal of Emergency Management.

His awards include Distinguished Hoosier from Indiana Governor Frank O’Bannon, Honorary
Emergency Medical Technician from the Indiana Emergency Medical Services Commission, and
Army Material Command, Command Counsel Team Project Award presented by General John G.
Coburn, Commanding General of Army Material Command, for “exemplary service as a
member of the U.S. Army Soldier and Biological Command’s Chemical Stockpile Emergency
Preparedness Program’s Memoranda of Agreement and Memorandum of Understanding
Team.” He is a member of the Wilmington, DE, Local Emergency Planning Committee. Bill
Nicholson earned a B.A. from Reed College in Portland, OR, and a Juris Doctor from
Washington and Lee University’s School of Law in Lexington, VA.

He may be reached at william.c.nicholson@law.widener.edu

Nicholson_FM.qxd  10/1/04  1:51 AM  Page ii



HOMELAND
SECURITY LAW

AND POLICY

Edited by

WILLIAM C. NICHOLSON

Widener University School of Law 
Wilmington, Delaware

With a Foreword by

SENATOR JOSEPH BIDEN

C H A R L E S C T H O M A S •  P U B L I S H E R
Springfield • Illinois • U.S.A.

Nicholson_FM.qxd  10/1/04  1:51 AM  Page iii



Published and Distributed Throughout the World by

CHARLES C THOMAS • PUBLISHER, LTD.
2600 South First Street

Springfield, Illinois 62704

This book is protected by copyright. No part of 
it may be reproduced in any manner without 

written permission from the publisher.

© 2005 by CHARLES C THOMAS • PUBLISHER, LTD.

ISBN 0-398-
ISBN 0-398-

Library of Congress Catalog Card Number:

With THOMAS BOOKS careful attention is given to all details of manufacturing and
design. It is the Publisher’s desire to present books that are satisfactory as to their physical qual-
ities and artistic possibilities and appropriate for their particular use. THOMAS BOOKS
will be true to those laws of quality that assure a good name

and good will.

Printed in the United States of America 
R-3

Library of Congress Cataloging-in-Publication Data

Nicholson_FM.qxd  10/1/04  1:51 AM  Page iv



This book is dedicated with appreciation to the warriors 
who defend us on foreign soil and the emergency responders 

and emergency managers who daily confront homeland 
security’s challenges.

Nicholson_FM.qxd  10/1/04  1:51 AM  Page v



Nicholson_FM.qxd  10/1/04  1:51 AM  Page vi



CONTRIBUTORS

Ann Strack Angelheart, Ph.D.

Dr. Angelheart is a graduate of the University of Florida, where she earned
her B.A., M.A. and Ph.D. in Geography, with Specializations in Economic
Geography and Natural Hazards. She has taught at the University of North
Carolina at Charlotte and the University of Florida. Her publications include
“Business Response to Natural Disaster: A Case Study of the Response by
Firms in Greenville, North Carolina, to Hurricane Floyd.”

Senator Joseph R. Biden, Jr.

Senator Biden is the senior senator for the state of Delaware. One of the most
respected voices on national security and civil liberties, Senator Biden has
earned national and international recognition as a policy innovator, effective
legislator and party spokesperson on a wide range of key issues. He is the top
Democrat on both the Senate Foreign Relations Committee and the Judiciary
Subcommittee on Crime, and is a central player on some of the most impor-
tant issues facing the nation, from crime prevention and constitutional law to
international relations and arms control.

Louise K. Comfort, Ph.D.

Louise K. Comfort is a professor of Public and International Affairs at the
University of Pittsburgh. She teaches in the field of public policy analysis,
information policy, organizational theory, and policy design and implemen-
tation. She holds degrees in political science from Macalester College (B.A.)
University of California at Berkeley (M.A.), and Yale University (Ph.D.). She
is Principal Investigator, Interactive, Intelligent, Spatial Information System
(IISIS) Project, 1994–present: http://www.iisis.pitt.edu. She has served as
Principal Investigator/Project Coordinator on 21 funded research projects;
coinvestigator on seven funded research projects; team leader on two field
research teams and team member on six field research teams. She has con-
ducted field research on information processes in disaster operations follow-
ing earthquakes in Mexico City, 1985; San Salvador, 1986; Ecuador, 1987;
Whittier Narrows, California, 1987; Armenia, 1988; Loma Prieta, 1989;
Costa Rica, 1991; Erzincan, Turkey, 1992; Killari, India, 1993; Northridge,
California, 1994; Hanshin, Japan, 1995; Izmit, Turkey, 1999; Nantou County,
Taiwan, 1999; and Gujarat, India, 2001.
Recent publications related to Homeland Security include: “Rethinking
Security: Organizational Fragility in Extreme Events.” 2002. Public

vii

Nicholson_FM.qxd  10/1/04  1:51 AM  Page vii



viii Contributors

Administration Review. Vol. 62, Special Issue (September): 98–107.
“Governance under Fire: Organizational Fragility in Complex Systems.”
2002. In Governance and Public Security. Syracuse, NY: Campbell Public
Affairs Institute, Maxwell School of Citizenship and Public Affairs, Syracuse
University, pp. 113–127. “Managing Intergovernmental Response to
Terrorism and Other Extreme Events.” 2002. Publius. Vol. 32, No. 4 (Fall):
29–50, and “Assessment of Homeland Security Initiatives: Commonwealth of
Pennsylvania.” 2003. Invited paper. Century Foundation Study on
Homeland Security at the State Level. Century Foundation, New York, New
York. Submitted February 16, 2003. Published June 25, 2003.

Frank J. Costello, Esq.

Frank Costello is a managing partner of Zuckert, Scoutt & Rasenberger,
L.L.P., a Washington, D.C., law firm with 40 years of experience in handling
regulatory, international, legislative, and litigation matters, primarily in trans-
portation industries. The firm’s aviation practice encompasses virtually every
aspect of that industry. Mr. Costello currently serves as chairman of the
Aviation Committee of the American Bar Association’s Section of Public
Utility, Communications, and Transportation Law. Mr. Costello is admitted
to practice in the District of Columbia. He is a graduate of Dartmouth
College (1965) and the Georgetown University Law Center (1970).

William R. Cumming, Esq.

Mr. Cumming is the principal in the Vacation Lane Group, a nonprofit think
tank dedicated to expanding knowledge of emergency management and
homeland security in a democratic context. He was employed for 34 years by
the federal government in various capacities. He retired from the FEMA Office
of General Counsel after working there from 1979 to 1999. He previously
served in the Office of the General Counsel in the Department of Housing and
Urban Development and as a tax law specialist and legal advisor in various sec-
tions of the Internal Revenue Service. While on active duty with the United
States Army, Mr. Cumming commanded and inspected nuclear weapons units.
He received his J.D. from the University of Virginia and his B.A. in History and
International Relations magna cum laude from Lehigh University.

Michael Donohue

Michael Donohue is a fourth-year evening division student at the Widener
University School of Law. A member of the Widener Moot Court Honor
Society and Delaware Journal of Corporate Law, Mr. Donohue has served as
a Law Clerk for Pennsylvania Attorney General Gerald J. Pappert’s
Philadelphia regional office of the Bureau of Consumer Protection since May
of 2002. The “Dirty Bomb” was originally conceived and presented during

Nicholson_FM.qxd  10/1/04  1:51 AM  Page viii



ixContributors

Professor William C. Nicholson’s popular Terrorism and Emergency Law
class taught at Widener University School of Law.

Monica Teets Farris, Ph.D.

Dr. Monica Teets Farris is Senior Postdoctoral Research Associate at the
Center for Hazards Assessment, Response, and Technology (CHART) at the
University of New Orleans and teaches a hazards policy course in the College
of Urban and Public Affairs. She received her M.A. from Louisiana 
State University and Ph.D. from the University of New Orleans, both in
Political Science, the latter with a public policy specialization. Her current
research includes examining benefits of utilizing Web-based emergency plan-
ning and response, and ways in which GIS-based risk assessment processes
affect community participation and risk reduction outcomes. Dr. Farris
recently participated in a postassessment of the emergency response effort in
Washington, D.C., following Hurricane Isabel and is currently the project
manager of a FEMA-funded study of flood mitigation from a community 
sustainability perspective and a FEMA Disaster Resistant University 
grant recently awarded to UNO. She has publications forthcoming in 
the International Journal of Risk Assessment and Management and the Journal of
Coastal Research.

Keith Feigenbaum

Keith Feigenbaum is a graduate of James Madison University, where he
received a B.A. in Journalism/French. Mr. Feigenbaum is now a second-year
student at the Widener University School of Law. He previously worked as a
National Security Policy Analyst at Science Applications International
Corporation at the Pentagon.

Gregory M. Huckabee, Esq.

Gregory M. Huckabee is an Associate Professor of Business Law and
Director, International Programs at the University of South Dakota School of
Business. He received his A.B. in 1972, M.B.A. in 1974, and J.D. in 1976 from
Gonzaga University in Spokane, WA. Commissioned in R.O.T.C. in 1974, he
entered active duty in 1976 and served for 27 years as a Regular Army Judge
Advocate. He received an LL.M. in 1984 from The Judge Advocate General’s
School in Charlottesville, VA; an M.S. in 1988 in Education from Jacksonville
State University in Jacksonville, AL; an M.A. in 1991 in Congressional
Studies from The Catholic University of America in Washington, D.C.; and
an LL.M. in 1994 from The George Washington University National Law
Center in Washington, D.C. He served as the Legal Advisor for the 2001
Presidential Inauguration DoD Joint Task Force, the 2001 National Scout
Jamboree DoD Joint Task Force, and the Staff Judge Advocate of the WMD
First U.S. Army Joint Response Task Force-East 1997–2003.

Nicholson_FM.qxd  10/1/04  1:51 AM  Page ix



Professor Leslie Gielow Jacobs

Leslie Gielow Jacobs has been a member of the University of the Pacific,
McGeorge School of Law Faculty since 1992. Her legal scholarship, focusing
on constitutional law, particularly free speech, and government action, has
appeared in law journals at Yale, Michigan, Northwestern, Illinois, Ohio
State, UC Davis, Rutgers, Tulane, Florida, and Indiana. Professor Jacobs 
is most recently applying her constitutional law expertise to the areas of
bioterrorism and infectious disease law. Her most recent article, addressing
the constitutionality of “sensitive but unclassified” secrecy clauses attached to
government-funded scientific research will appear in the first volume of the
National Security Law Journal. She has also coauthored with Dean Elizabeth
Rindskopf Parker an article titled, “Government Information Controls and
Scientific Inquiry,” which appears in the second volume of Biosecurity and
Bioterrorism: Biodefense Strategy, Practice, and Science, and an entry on United
States bioterrorism defense policy that will appear in the Encyclopedia of
Bioterrorism Defense, forthcoming from J. Wiley & Sons, Inc. She leads
McGeorge’s Bioterrorism, National Security, and Public Health Law
Initiative, one of whose goals is encouraging introduction of bioterrorism and
public health law issues into the law school curriculum. Professor Jacobs
served as a law clerk to the late Associate Justice Lewis F. Powell, Jr. and to
Judge Louis F. Oberdorfer (U.S. District Court, District of Columbia). She
also practiced with two San Francisco law firms and taught at the University
of California, Davis Law School before joining the faculty at University of
Pacific, McGeorge School of Law. Professor Jacobs received her B.A. from
Wesleyan University and her J.D. magna cum laude from the University of
Michigan Law School.

Eva Lerner-Lam

Eva Lerner-Lam has 27 years of experience in transportation planning, oper-
ations, research and policy making. Founder and president of the Palisades
Consulting Group, Inc. (www.palisadesgroup.com), she leads many national
technical committees focused on transportation security. She has served in
several key public sector positions, including Director of Planning and
Operations for the San Diego Metropolitan Transit Development Board and
Member of the New Jersey Transit Corporation Board of Directors, and has
received numerous professional awards and honors. She is a graduate and
past trustee of Princeton University, and earned a Master’s degree in Civil
Engineering/Transportation Systems Division from the Massachusetts
Institute of Technology.

Kristin S. Nolan
Kristin S. Nolan is a fourth-year evening division student at the Widener
University School of Law.

x Contributors

Nicholson_FM.qxd  10/1/04  1:51 AM  Page x



xiContributors

Robert W. Smith, Ph.D.

Dr. Smith is the Director of the Master of Public Administration program at
Clemson University. He received his M.P.A. and Ph.D. in Public
Administration from the University at Albany (SUNY). He was a former sen-
ior budget official for the New York State Division of the Budget (12 years)
and former Regional Director for U.S. Senator Daniel Patrick Moynihan. 
He has numerous publications and has performed research in the areas of
public budgeting and administrative ethics.

Richard T. Sylves, Ph.D.

Dr. Sylves is a Professor of Political Science and International Relations and
Senior Policy Fellow of the Center on Energy and Environmental Policy,
both at the University of Delaware. He has published extensively on disaster
policy and emergency management. He has researched presidential disaster
declarations for more than fifteen years and he has coedited (with W. Waugh)
two books on disaster management in the United States. He is completing a
book on presidential disaster declarations with State University of New York
Press. From 1995–1999, Sylves completed two research grant projects for the
U.S. Federal Emergency Management Agency’s Higher Education Project.
One was on the “Political and Policy Basis of U.S. Emergency Management,”
(now available from FEMA/DHS online) and “The Economic Dimensions of
Disaster.” He regularly publishes articles regarding emergency management.
He has worked with Professor William L. Waugh on several studies of disas-
ter management in the United States, he has served on the National Academy
of Science (NAS) panel, “Estimating the Costs of Natural Disasters,” and he
today serves as an appointed member of the NAS Natural Disasters
Roundtable. In 1998, Sylves completed a NOAA-Sea Grant Project Report
on federally declared disasters employing Excel data analysis and ArcView
3.0 GIS mapping.

Frances L. Edwards, Ph.D., CEM

Dr. Edwards is the Director of the Office of Emergency Services for the City
of San José, California. She is responsible for public education programs, the
city’s Emergency Operations Plan, Emergency Operations Center, and the
RACES and CERT programs involving over 1,400 volunteers. She was
named “Public Official of the Year” by Governing Magazine in 2002. 
Dr. Edwards was recently named by San Jose Magazine as one of the “Power
100” in the Silicon Valley. Her most recent publications are Saving City
Lifelines, (Mineta Transportation Institute, 2003), on terrorism and trans-
portation, and First to Arrive: State and Local Response to Terrorism, (MIT Press,
2003) on media relations.

Nicholson_FM.qxd  10/1/04  1:51 AM  Page xi



Nicholson_FM.qxd  10/1/04  1:51 AM  Page xii



FOREWORD

The term “homeland security” was virtually unused in the United States
before September 11, 2001, but the attacks of that day have forced all of

us to rethink our relationships abroad, the missions of federal, state, and local
governments here at home, and the best way to “provide for the common
defense.” Homeland Security Law and Policy frames those discussions in a
unique and incredibly helpful way, and its publication is extremely timely.

At the federal level, many changes have been made to address the nation’s
vulnerabilities. Antiquated statutes have been rewritten so that law enforce-
ment and intelligence investigators can better share critical information. We
are well into the second year of operations for the third-largest federal
agency, the Department of Homeland Security. This reorganization—the most
ambitious attempt to redraw the federal bureaucracy in fifty years—is an
attempt to merge together twenty-two formerly distinct agencies, an effort
that has not yet entirely borne fruit. Congress is considering ways to reor-
ganize itself to better fund and oversee our homeland security operations.
Efforts to share intelligence and information among all levels of government
and with the private sector are underway, yet those projects as well are not
yet completed.

More explosive detection systems, advanced checkpoint X-ray devices,
and explosive trace detection systems are at work in over 400 airports around
the country. A biometric-based entry-exit program has been implemented at
our borders. More cargo containers are being inspected. Radiation detectors
have been installed in some areas to check for nuclear weapons or radioac-
tive materials that can be used to make dirty bombs. Risk assessments at
some chemical plants have been conducted, and billions of dollars have been
appropriated to the country’s first responders.

However, many challenges remain. We inspect only a tiny fraction of all
cargo containers entering the United States. Too few resources are directed
toward securing our most vulnerable and critical infrastructures: rail lines,
chemical plants, and surface transportation modes. The Coast Guard protects
over 95,000 miles of shoreline with an aging fleet and workforce the size of a
large city’s police department. The number of customs inspectors is
unchanged since 9–11. The FBI is in the midst of a massive transformation,
but it has not increased its overall number of special agents. Its information
technology—so low-tech on 9–11 that the FBI resorted to overnight delivery
services to obtain current photographs of al Quaida suspects—remains woe-
fully unsuited to a great investigative agency.

xiii
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xiv Foreword

At the local level, too little has been done in the nearly four years since we
were attacked. The number of uniformed local law enforcement personnel is
dropping in many areas of the country. Commission after commission has
reported on the problems facing our first responders: no routine access to
critical intelligence, poor preparedness to deal with a chemical or biological
attack, underequipped and underfunded agencies across the nation, and a
lack of interoperable communications gear.

Our country long ago determined that federal expenditures for national
defense are necessary and appropriate, but we have not yet had a national
conversation on how to effectively fund the homeland security improve-
ments experts tell us are necessary. Today, state and local governments are
being asked to shoulder a fiscal burden that many believe ought to be a fed-
eral responsibility. Yet in important respects the federal government remains
on the sidelines. The Department of Homeland Security has not yet issued a
plan to protect our critical infrastructures, nor have standards been set to
guide cities and states in their preparedness efforts.

As I write this, Congress is in the midst of rare August hearings to consider
the recommendations of the 9–11 Commission to reform our intelligence
agencies and wage a more effective war on terrorism. For these reforms to
succeed, and in order to truly create a safer America, the public must be
informed on homeland security policy. All levels of government will benefit
from an engaged electorate so that tough decisions can be made on the
homeland security and the war on terror. Homeland Security Law and Policy will
help educate students on the choices facing the nation, and I compliment
Professor Nicholson for his contribution to the debate.

Senator Joseph R. Biden, Jr.
Wilmington, Delaware

August 2004
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INTRODUCTION

The United States of America faced a watershed moment on September 11,
2001. The terrorist attacks shocked our nation into the realization that a

major hazard existed for which preparedness was insufficient. The over-
whelming nature of the challenges involved in making our country safe from
future terrorist attacks soon became apparent. The debate over what consti-
tutes the challenges and how the country can best respond to them has been
ongoing since the day of the attacks.

Homeland Security Law and Policy has as its goal the presentation of a broad
range of legal and policy issues that face our country as we grapple with the
new reality of terrorism. The subject matter is very extensive, encompassing
the entire range of activities in the American economy and government.
Complete coverage of all aspects of the matter is, therefore, not possible in a
volume such as this. Rather than provide superficial treatment of every issue,
therefore, in-depth consideration of an assortment of key topics was deemed
to be the best approach. So, for example, all types of transportation policy are
not included. Rather, mass transit and aviation policy issues provide a focus
for the subject matter. Similarly, bioterrorism and “dirty bombs” supply the
means to discuss issues related to Weapons of Mass Destruction.

The reader will note a number of thematic topics that recur at various
points in the text. Some of the most controversial spring from challenges to
traditional concepts of federalism as the national government assumes con-
trol of matters once the province of state and local governments. Decisions
on funding and personnel priorities coming from Washington affect all emer-
gency responders to a much greater extent than ever before. Multiple 
perspectives on important policy issues illuminate them in important ways.

The first test the nation faces is the basic one of defining what is meant by
homeland security. The text opens with consideration of this issue, from the
strictly legal and pedagogical perspectives. Subsequent chapters also address
the issue as it applies directly to their subject matter.

The immediate response to the 9–11 attacks came from our existing struc-
ture of emergency responders and emergency managers. The roots of home-
land security in the Federal Emergency Management Agency’s (FEMA’s)
hazardous materials responsibilities provide a context for the subsequent
development of the discipline. The changes in FEMA’s priorities after it
became part of the new Department of Homeland Security (DHS) illustrate
the new pressures that homeland security duties have put on the federal gov-
ernment, and highlight the difficult choices that must be made when needs
outstrip resources. The internal debate over whether the “all-hazards”

xv
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approach or a strong terrorism concentration is the proper path captures an
ongoing policy dispute. The process by which DHS is adopting the National
Response Plan (NRP) and the National Incident Management System
(NIMS) demonstrates the difficulties in creating truly national policies and
getting buy-in from the affected stakeholders. The choice among different
legal avenues for their adoption illustrates the intersection of law and policy
options.

Homeland security decisions made in Washington, DC, have far-reaching
impacts on state and local governments, who often find themselves saddled
with unfunded mandates when the federal government decides that an issue
must be tackled nationwide. The cascading effects of federal choices on other
government partners show the far-reaching nature of these policy selections.

As new challenges arise, new or revised structures often come into place to
allow a cooperative approach to common problems. The government, pri-
vate sector, and higher education can create promising partnerships, as
shown in the case study on that subject. From the federal side, the
Department of Defense (DoD) possesses more assets that can be brought to
bear in the event of a disaster than any other entity. Utilizing these advan-
tages requires understanding a range of legal matters, as well as some institu-
tional history.

In the immediate aftermath of the 9–11 attacks, the Congress enacted
strong new statutes designed to more fully protect the nation from terrorist
attacks. Many observers decried the effect of these laws on civil liberties, and
campaigned for less intrusive alternatives. On the other side of the fence, sup-
porters argued that even more steps were needed to fully protect us from
potential terror attacks. Comparison of the attitudes of the two groups allows
an interesting exploration of the underlying policy choices. Some parts of the
new laws were less controversial: controlling money laundering and, thusly,
preventing the financing of terrorist entities was a generally well-accepted
step. While reporting requirements increased, strict limitations on sharing the
information resulted in acceptance by the general public.

The transportation industry continues to be a potential target for terrorists,
as it offers potential victims in concentrated numbers. Perhaps the most chal-
lenging aspect of transportation is mass transit, the vehicles that take people
to and from work every day. Providing meaningful security for mass transit
is very difficult, because the numbers of people using the system preclude
detailed inspections of all passengers. The March 11, 2004, terrorist attacks
on subways in Madrid, Spain, illustrate how devastating a strike on mass tran-
sit might be. Terrorists using passenger airliners as flying bombs carried out
the 9–11 attacks. The airline industry therefore faces very close scrutiny as it
undergoes extensive security reforms. The evolution of aviation security pol-
icy provides an interesting view of the changing nature of the terrorist threat.

Al Quaida leader Osama Bin Laden has said, “If it is true that I have
acquired [chemical or nuclear] weapons, I thank God who has made it 

xvi Introduction
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xviiIntroduction

possible. And if I seek to procure such weapons, it is a duty.” The reality of
this threat makes the possible use of weapons of mass destruction (WMD)
perhaps the most frightening aspect of terrorism. One thorny issue that con-
fronts those considering proactive steps to address the enormous threat of
WMD is how much to spend and where to spend it. The overwhelming nature
of potential WMD effects and competing priorities means that there will liter-
ally never be sufficient resources to completely address the issue. Many bioter-
rorism preparedness steps, for example, will increase readiness for a variety of
public health hazards. Others, however, are specific to WMD and have lim-
ited or nonexistent application to other risks. Sometimes, the best prepared-
ness steps must take place before the event occurs, as with administration of
medication to lessen the effect of radiation poisoning. Unfortunately, the
widespread availability of radioactive elements to enhance the effect of con-
ventional explosives, turning them into “dirty bombs,” means that a possible
detonation could occur anywhere and anytime.

In the immediate aftermath of the September 11, 2001, attacks, the nations
of the world were virtually unanimous in their support of the United States
and the war on Al Quaida, the group that masterminded the blows.
Following our invasion of Iraq, however, other nations around the world
have been far less helpful. Understanding U.S. policy decisions that resulted
in the Iraqi invasion and other nations’ attitudes toward that conflict sheds
light on potential steps that may assist us in finding more allies in the war on
terror. Domestically, some leaders have rethought our commitment to Iraq
and criticized the process that led the nation down that road. President Bush
continues to pursue the war vigorously despite questions from critics. The
decisions of policymakers regarding the war in Iraq, in all probability, will
result in the war on terror’s most lasting international legacy.

Americans want to avoid any repeat of the 9–11 attacks. To that end, the
9–11 Commission investigated the precursor events in detail, with the goal of
recommending steps to make our nation safer in the future. Their report con-
tains significant proposals for reorganization of American intelligence assets.
The Commission focuses on the need to unify all aspects of our intelligence
efforts, from management to analysis. Response from the executive branch
and Congress was quickly forthcoming, in the form of new executive orders
and sweeping legislative proposals. The outcome of the policy discussions
exemplified by these documents will determine the future of our intelligence
agencies and, in large part, will dictate our vulnerability to future attacks.

The future of homeland security will involve both domestic and interna-
tional aspects. Our nation is currently engaged in a war on terror with no
readily apparent exit strategy. The commitment to Iraq appears to be a deep
one, with all involved aware of the potential downsides of failure. Here in the
United States, the high levels of funding over the past few years for terrorism
preparedness reportedly will decline significantly in the next few years. The
danger to our nation from terrorists as well as more mundane natural and
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manmade hazards will continue. Homeland security law and policy issues
will continue to be with us, but whether the current high level of attention to
these matters will persist is uncertain. Understanding and debating these vital
subjects will assist future leaders in making wise choices when their turn
comes to decide the direction of our national strategy.

William C. Nicholson
Wilmington, Delaware

October 2004
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Natural hazards continue in a time of terrorism. ORANGE BEACH, AL—The vast fury of Hurricane Ivan’s 130 mph
winds and 30-foot swells. Hurricane Ivan passed directly over Orange Beach. September 16, 2004. FEMA photo by
Butch Kinerney.
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Chapter 1

PART 1: DEFINING HOMELAND SECURITY AND
TERRORISM: LEGAL ENACTMENTS

KEITH FEIGENBAUM

On November 25, 2002, President George W.
Bush signed into law the Homeland Security

Act of 2002,1 thus moving various governmental
agencies under one roof with one poorly defined
goal: homeland security. A preliminary challenge
was writing legally binding definitions of terrorism
and homeland security.

Prior to September 11, 2001, only piecemeal
definitions of terrorism existed in legislation. These
related to the destruction of aircraft or aircraft facil-
ities, violence at international airports, biological
weapons, arson and bombings, hostage taking, and
assassinations, among a variety of other serious
offenses.2 Meanwhile, what we now consider home-
land security was better known as homeland
defense prior to September 11.3 As of yet, there is no

consensus on the meanings of terrorism and home-
land security, although legislation has been enacted
with varying definitions of these expressions.

This part of the chapter examines the definitions
that have been enacted into law or published with
the goal of setting boundaries to these expansive
terms. In his concurring opinion in Jacobellis v. Ohio,
Supreme Court Justice Potter Stewart wrote on the
term obscenity: “I shall not today attempt further to
define the kinds of material I understand to be
embraced within that shorthand description. . . .
But I know it when I see it.” 4 It is tempting to take a
similar approach to defining terrorism and home-
land security, yet elements of both the federal gov-
ernment and state governments have gone a few
steps further.

5

Note: Keith Feigenbaum is a second-year student at the Widener University School of Law. He previously worked as a
National Security Policy Analyst at Science Applications International Corporation at the Pentagon.

I. FEDERAL DEFINITIONS

When we see people walk into cafeterias with
bombs strapped to their bodies, that’s terrorism.
When we see people fly airplanes into fully occu-
pied buildings, that’s terrorism. When people in the
name of revolution go and cut off the hands and
arms of little children in a village to terrorize them,
that’s terrorism. That’s what we need to stop. That’s
what this campaign is about. If we can delegitimize
those tactics for political purposes, we will have
won our campaign against terrorism.5

—Ambassador F.X. Taylor, U.S. Coordinator for
Counterterrorism

The notion of defending the homeland from out-
side threats and responding to catastrophes within
our borders is nothing new. The U.S. Constitution
gives Congress the power to “provide for calling
forth the Militia to execute the laws of the Union,
suppress Insurrections and repel Invasions.”6

Following the Revolutionary War, militias were
formed to respond to real and perceived threats
from Great Britain, Spain, and France, each of
which retained territories in North America and
maintained navies that preyed on U.S. merchant
ships.7 The Army set out to defend the homeland
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from fortified positions near our harbors, while also
protecting settlers and traders engaged in the coun-
try’s westward expansion.8 Meanwhile, the Navy
sought to control the sea lanes, thus projecting
U.S. might overseas and protecting the country’s
economic interests.9

These early efforts at securing the homeland are
best termed “homeland defense,” an expression
that gained new meaning following the Japanese
attack on Pearl Harbor in 1941 (the first foreign
assault on U.S. soil since the War of 1812). The
United States responded to that attack on service
members and civilians with renewed efforts by the
Navy to patrol the seas, defending against enemy
submarines with help from the Army Air Force.10 In
following decades, the North American Air Defense
Command was formed to respond to the Soviet
nuclear threat. This threat spawned Americans
to engage in civil defense efforts that, in part, con-
sisted of building backyard bomb shelters and
engaging in air raid drills in schools.11

Today, homeland defense and civil defense have
essentially merged, both in the way the country sets
out to protect itself and in the country’s lexicon.
The President’s National Strategy for Homeland
Security defines homeland security as “a concerted
national effort to prevent terrorist attacks within the
United States, reduce America’s vulnerability to
terrorism, and minimize the damage and recover
from attacks that do occur.”12 (Emphasis added.)
The Homeland Security Act sets out the broader
goals for a Department of Homeland Security,
which include disparate agencies like the Federal
Emergency Management Agency and the U.S.
Customs Service (formerly part of the Department
of the Treasury) that work toward common goals:

• Prevent terrorist attacks within the United States;
• Reduce the vulnerability of the United States to

terrorism;
• Minimize the damage, and assist in the

recovery, from terrorist attacks that do occur
within the United States;

• Carry out all functions of entities transferred to
the Department, including by acting as a focal
point regarding natural and manmade crises
and emergency planning;

• Ensure that the functions of the agencies and
subdivisions within the Department that are not

6 Homeland Security Law and Policy

related directly to securing the homeland are
not diminished or neglected except by a
specific, explicit Act of Congress;

• Ensure that the overall economic security of the
United States is not diminished by efforts,
activities, and programs aimed at securing the
homeland; and

• Monitor connections between illegal drug
trafficking and terrorism, coordinate efforts
to sever such connections, and otherwise
contribute to efforts to interdict illegal drug
trafficking.13

The President’s National Strategy for Homeland
Security14 and the Homeland Security Act15 demon-
strate that the overriding goal in homeland security
is to prevent and respond to terrorism, without
actually defining the term. The Federal Bureau of
Investigation (FBI) defines terrorism as “the
unlawful use of force or violence against persons or
property to intimidate or coerce a government, the
civilian population, or any segment thereof, in fur-
therance of political or social objectives.”16 This
definition, while helpful in focusing attention on
the elements of terrorism, is not legally binding, as
it has never been enacted into statute or regulation
or adopted by court decision.

Even prior to September 11, the FBI separated
terrorism into two types: domestic and inter-
national. The FBI defines domestic terrorism
as involving “groups or individuals whose terrorist
activities are directed at elements of our gov-
ernment or population without foreign direc-
tion.”17 Examples of domestic terrorism include
the 1995 bombing of the Murrah Federal Build-
ing in downtown Oklahoma City, OK, allegedly
by U.S. citizens. Before September 11, the Oklahoma
City bombing was the most deadly terrorist
attack on U.S. soil, killing 169 men, women, and
children.18

According to the FBI, international terrorism
involves “groups or individuals whose terrorist
activities are foreign-based and/or directed by
countries or groups outside the United States or
whose activities transcend national boundaries.”19

The terrorist attacks of September 11 and the 2000
bombing of the Navy destroyer USS Cole in the
Yemeni port of Aden are examples of international
terrorism.20 The FBI defines a “terrorist act” as an
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attack against a single target (e.g., a building
or physical structure, an aircraft, etc.), whereas
the term “terrorist incident” is used to describe the
overall concerted terrorist attack.21 A terrorist
incident may consist of multiple terrorist acts.

The FBI definitions have since been augmented
and codified in the U.S. Code. Now, the term
“international terrorism” means activities that:

(A) involve violent acts or acts dangerous to
human life that are a violation of the criminal
laws of the United States or of any State, or
that would be a criminal violation if
committed within the jurisdiction of the
United States or of any State;

(B) appear to be intended—
(i) to intimidate or coerce a civilian popu-

lation;
(ii) to influence the policy of a government by

intimidation or coercion; or
(iii) to affect the conduct of a government by

mass destruction, assassination, or
kidnapping; and

(C) occur primarily outside the territorial
jurisdiction of the United States, or transcend
national boundaries in terms of the means by
which they are accomplished, the persons they
appear intended to intimidate or coerce, or the
locale in which their perpetrators operate or
seek asylum;

The term “domestic terrorism” means activities
that:

(A) involve acts dangerous to human life that are a
violation of the criminal laws of the United
States or of any State;

(B) appear to be intended—
(i) to intimidate or coerce a civilian popu-

lation;
(ii) to influence the policy of a government by

intimidation or coercion; or
(iii) to affect the conduct of a government

by mass destruction, assassination or
kidnapping; and

(C) occur primarily within the territorial
jurisdiction of the United States.22

These definitions are reflected in parts of the
USA PATRIOT Act,23 the Homeland Security
Act,24 and the Department of the Treasury defini-
tions of terrorism.25 Each piece of legislation defines
terrorism, in short, as a violent or dangerous act
intended to intimidate or coerce a civilian popu-
lation, to influence the policy of a government
by intimidation or coercion, or to affect the con-
duct of a government by mass destruction, assassi-
nation, kidnapping, or hostage-taking. The evolution
of this language reveals that a consensus among
federal agencies has come about only in recent
years.

II. STATE RESPONSES

Some states encountered terrorism prior to
September 11 and many, if not all, were home
to state emergency management offices. Few, how-
ever, had sought to define homeland security or
terrorism until after September 11. In the aftermath
of the attacks, very few states created their own def-
initions of the term homeland security, although
many have enacted legislation that adopted the
federal definition (18 states) or their own meaning
for terrorism.

Only two states have adopted definitions of
homeland security: Alabama and Washington.
The Alabama Homeland Security Act of 2003
defines homeland security as “the development,

coordination, and implementation of a state policy
to secure the State of Alabama from terrorist threat
or attack. The term includes efforts to detect,
prepare for, prevent, protect against, share intelli-
gence where applicable, respond to, and recover
from terrorist attacks within the State of Alabama.”26

In its Statewide Homeland Security Strategic Plan,
Washington cites the National Strategy for Homeland
Security 27 and adds its own spin on homeland 
security:

The preparation for, prevention of, deterrence of, pre-
emption of, defense against, and response to threats
and aggressions directed towards U.S. territory,
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sovereignty, domestic populations, and infrastructure;
as well as crisis management, consequence man-
agement, and other domestic civil support.28

Alabama and Washington employ different
terminology in their definitions, but there is con-
sensus as to what homeland security involves:
preparation for, prevention of, protection against,
response to, and recovery from threats of terror-
ism and terrorist acts. While Alabama and
Washington are the only states to have memorial-
ized their notions of homeland security, all states
have formally recognized the threat to the home-
land, with each state creating a homeland security
office or commission to address terrorism-related
threats.29

As stated earlier, eighteen states have adopted
the federal definition of terrorism.30 The remaining
states have adopted some notion of terrorism as
acts intended to intimidate, coerce, influence, and
affect the civilian population or the government, as
described in 18 U.S.C. § 2331.31 Some states, such
as California, have gone no further in their defini-
tions, favoring a broad definition. California
defines terrorism as “any unlawful harm,
attempted harm, or threat to do harm to, any state
employee, state property, or the person or prop-
erty of any person on the premises of any state-
occupied building or other property leased or
owned by the state.”32

In contrast, Washington, D.C., takes a narrow
approach, specifying those acts that “intimidate” or
“coerce” civilians or the government. The broad-
ness of the intimidation language is troubling. The
nonviolent protests of the Civil Rights movement
of the 1960s would fall within its ambit. Had this
law been in effect during that period, our nation
might conceivably still be bearing the burden of
segregation and Jim Crow laws that limited the
opportunities and contributions of many of our
citizens. The District of Columbia also includes

8 Homeland Security Law and Policy

murder in the first degree; placing obstructions
upon or displacement of railroads; murder of law
enforcement officer or public safety employee;
murder in the second degree; manslaughter;
kidnapping and conspiracy to kidnap; assault with
intent to kill only; mayhem or maliciously dis-
figuring; arson; malicious burning, destruction, or
injury of another’s property, if the property is
valued at $500,000 or more; or an attempt or
conspiracy to commit any of the [above] offenses.33

Illinois goes a step further in its definition of
terrorism, including an act that “disables or destroys
the usefulness or operation of any communications
system . . . ,” or one that “disables or destroys the
usefulness or operation of a computer network. . . .”34

Other acts of terrorism defined in the Illinois statute
include those intended to damage ground, air, or
water transportation; the production or distribution
of electricity, gas, oil, or other fuel; the treatment of
sewage or the treatment or distribution of water; or
controlling the flow of any body of water, among
others.35 Nebraska, like California, has taken a
broader approach to its definition:

A person commits terroristic threats if he or she
threatens to commit any crime of violence: (a) With
the intent to terrorize another; (b) With the intent of
causing the evacuation of a building, place of
assembly, or facility of public transportation; or
(c) In reckless disregard of the risk of causing such
terror or evacuation.36

What each state holds in common is it recogni-
tion that terrorism, however defined, is a threat for
which the civilian populations and state govern-
ments must prepare. As stated in Washington’s
Statewide Homeland Security Strategic Plan, “ter-
rorist organizations remain committed to death
and destruction within our borders. . . . Only by
concerted action can we reduce our vulnerabilities
and defend against further domestic attacks.”37

III. CONCLUSION

At its essence, homeland security means pro-
tecting our way of life against those who threaten
it, or wish to destroy it. While the United States is

a nation that has always fought to defend the
homeland and preserve our way of life against
such threats, the threat of terrorism is redefining
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the environment in which we must respond. By
defining homeland security and terrorism, we are
taking steps to identify the threat and defeat it,

rather than allowing the terms to delineate them-
selves through further, perhaps ever more damag-
ing, examples of killing and destruction of property.
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PART 2: DEFINING “HOMELAND SECURITY:” CONTENT
AND CONTEXT GROUNDED IN THE CURRICULA

ROBERT W. SMITH

The purpose of this chapter is to develop a
definition of homeland security based on

the content and context of a purposeful sample
of graduate and undergraduate courses ranging
from emergency management, preparedness and
planning, to terrorism and disaster response, to
homeland security and national security at selected
four-year colleges and universities in the United
States.1 The reasons for this exploratory study stem
from definitional questions raised by both practi-
tioners and academics about a) the variety of
course descriptions and treatments of homeland

security; b) the quandary posed by this definitional
imprecision; and c) possible implications of this
ambiguity for the substantive curriculum in the
respective disciplines.2

This chapter is not meant to be an exhaustive
study that catalogs all courses on homeland secu-
rity nor will it be an exhaustive synthesis of all syl-
labi in the field. Instead this chapter establishes a
framework for guiding future research in the field
by establishing a conceptual definition grounded
by what is being taught in homeland security
courses.

10

I. BASIS FOR THE ANALYSIS

To begin this type of grounded analysis, it is
important to offer some a priori observations about
the genre of courses that teach, treat, or evaluate
homeland security:

1. There has been a widespread recognition of
courses that treat homeland security as a major
theme (many begun as a response to the ter-
rorist events of September 11, 2001);

2. The content of these courses are only loosely
coupled under the term homeland security; and

3. Many of these courses have either been newly
added to the curriculum, or have long been

offered as part of a specialized knowledge base
but without any substantive contribution to
defining homeland security.

In some respects, even the articulation of these
a priori observations may encourage practitioners
and academicians to move beyond a rather instru-
mental definition and toward development of a
fuller conceptual definition of homeland security.
These a priori observations lead to a general
research question posited in this chapter: What is
homeland security?

Note: Robert W. Smith is the Director of the Master of Public Administration program at Clemson University. He received
his M.P.A. and Ph.D. in Public Administration from the University at Albany (SUNY). He was a former senior budget official
for the New York State Division of the Budget (12 years) and former Regional Director for U.S. Senator Daniel Patrick
Moynihan. He has numerous publications and has performed research in the areas of public budgeting and administrative
ethics.
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